MHPOPMALIMOHHAA BE3OMNACHOCTb B 1I0Y
noHATUe MH(opMaLMOHHON 6e30NacHOCTU

Mon MHOPMALMOHHOMN ©e30nacHOCTbIO NoHNUMaeTCcA 3alUMLLEHHOCTb
MHPOPMALIMOHHON CUCTEeMbl OT Clny4YauHOro unu npeaHaMepeHHOro BMmeLllaTenbCTBa,
HaHoc4Lero yuwep6 Bnagenbsuam nnu nonb3oBaTtenamMm nHopMauunm.

NHdopmauymoHHast 6e3onacHOCTb AeTeEW — 3TO COCTOSAHME 3alMLLEHHOCTN OETEN,
NpY KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbIN C NPUYMHEHNEM MHGOPMaLUKNEN, B TOM YucChe
pacnpocTpaHsemMon B ceTn «MIHTepHeT», Bpeaa 340poBbio, (PU3nyeckomMy, NCUXUYECKOMY,
AYXOBHOMY N HPABCTBEHHOMY pPa3BUTUIO.

Ha npakTuke BaXkHeMLWMMU SBAAIOTCA TPU acnekTa MHgpopmMmauMoHHon 6e30nacHOCTH:
e [OCTYNHOCTb (BO3MOXHOCTb 3a pasyMHoe BpemMs nonyuntb Tpebyemyto

NHPOPMALIMOHHYIO YCRyry);

e LEJSIOCTHOCTb (aKTyanbHOCTb W HENPOTUBOPEYMBOCTb  WHoOpmauun, ee
3aLMLLEHHOCTb OT paspyLleHNa N HECAHKLMOHUPOBAHHOIO N3MEHEHUS);
« KOHMOEHUNaNbHOCTb (3awmTa OT HECAHKLUNOHMPOBAHHOIO NPOYTEHUS).

HapyweHna [oCTyrnHOCTU, LEenOCTHOCTU N KOHMUAEHUManLHOCTU uHdopMauum
MOryT ObITb BbI3BaHbl PasfiMyHbIMM OMACHLIMU BO3L4ENCTBUSIMU Ha MHGOPMAaLMOHHbIE
KOMMbIOTEPHbIE CUCTEMBI.

OCHOBHbI€ yrpo3bl UHthopMaLMOHHON 6e30NacHOCTH.

CerogHa Bce 6onble n 6onblle KOMNLIOTEPOB MNOAKMAOYAOTCA K paboTe B ceTu
NHTepHeT. lpu atom Bce 6onblliee pacnpocTpaHeHWe MonyyvyaeT MOAKIYEHNe Mo
BbICOKOCKOPOCTHbIM KaHarnam, Kak Ha paboTte, Tak n goma. Bce 6onbluee KonmM4ecTBo
aeTen nornydaeT BO3MOXHOCTb pabortatb B MHTepHeT. Ho BMecTe ¢ TeM Bce ocTpee
BCcTaeT npobnema obecnevyeHnsa 6e3onacHOCTM Hawux geten B MHTepHeT. Tak Kak
n3HavanbHO WHTepHeT pasBuMBancs BHE Kakoro-nmbo KOHTpons, TO Tenepb OH
npeactaBngeT cobon OrpoMHOE KOMMYeCcTBO MHGopMauun, Npuyem ganeko He Bceraa
6e3onacHon. B cBsA3M C 3TMM M C TeM, YTO BO3pPacCT, B KOTOPOM YENOBEK HayMHaeT
paboTtatb ¢ IHTEpPHET, CTAaHOBUTCA BCE MOSOXe, BO3HUKAET npobnema obecneveHus
6esonacHocTK aeTen. A KTO UM MOXET B 3TOM MOMOYb, ECINN HE UX POUTENN U B3pOCHble?

CnegyeT noHMMaTb, YTO, NOAKNIOYAACh K VIHTepHeT, Baw pebeHOK BCTpevaeTcs C
LenbiM psagoM yrpos, 0 KOTOPbIX OH MOXeT Aaxe u He nogo3peBaTb. O6bACHUTL eMy 3TO

006s13aHbl poaUTENN Nepen TeM, Kak paspeLllnTb emy Bbixoq B VIHTEpHET.



Kakue yrposbl BCcTpeyvatoTcst Hanbornee yacto? lNpexae Bcero:

Yrpo3a 3apaxeHusi BpeaoHocHbIM [10.

Beab ans pacnpocTtpaHeHnsa BpegoHocHoro MO 1 NpoHMKHOBEHUSA B KOMIMbHOTEPDI
ncnonb3yeTcs uenbin cnektp metogoB. Cpeau TakMx METOAOB MOXHO OTMETUTb He
TOSIbKO MOYTY, KOMMNAKT-AUCKW, ANCKETbI U NPOYME CMEHHbIE HOCUTENN MHGOPMaLN NN
ckayaHHble un3 WHTepHeT annbl. Hanpumep, nporpammHoe obecneyeHne AN
MrHOBEHHOro obMeHa CoObWEHNAMM CcerogHa  SBMSAKTCSA MNPOCTbIM  CNOCOBOM
pacnpoCTpaHeHMs1 BUPYCOB, TakK Kak OYEeHb YacTO MCNOSb3YyHTCA A9 NPAMON nepeaayu
gpannoB. [leTn, HeuckylleHHble B BOMpocax coumnanbHOW WHXEHEepUU, MOryT Ierko
NoNacTbCA Ha YroBopbl 3/10YMbILUSIEHHMKA. DTOT METO YacTo UCMONb3yeTCs Xakepamu
AS151 pacnpocTpaHeHust TPOAHCKUX BUPYCOB.

[ocTyn K HeXXenaTtenbHOMY coie PXXUMOMY.

Beab cerogHs gena obctoaT Takmm obpasom, 4To nobon pebeHokK, BbIXOasaLWwmnn B
NHTepHET, MOXeT npocmaTpumBaTb nobble matepuanbl. A 3TO Hacunume, HapPKOTUKU
nopHorpadusa, CTpaHuubl NoATanKMBaloWmMe MOMNOAEXb K caMoybuncTsam, aHOpPEKCUn
(oTkas oT npuema nuwiu), youncteam, CTpaHuLbl C HaLMOHANMUCTUYECKON NI OTKPOBEHHO
doalumcTckon naeonornen n MHoroe-mHoroe gpyroe. Beab Bce 910 4OCTYNHO B VIHTepHeT
6e3 orpaHudeHnin. Yacto 6biBaeT Tak, YTO NPOCMOTP 3TUX CTPAHWUL AaXe He 3aBUCUT OT
pebeHka, BeAb Ha MHOMMX camtax oTobpakalTca BCMMbiBaAOWME OKHa coaepxkaume
nodyo MHopmMaumio, Yalle Bcero NnopHorpadomMyecKkoro xapakrepa,;

KoHTaKTbl C HE3HAKOMbIMU NIOABMW C NMOMOLLbI YaTOB UITN SNEKTPOHHOW MOYTHI.

Bce valle u yauwe 3noymbilLSIEHHUKM UCMONb3YKT 3TU KaHamnbl Ang Toro, 4tobbl
3aCTaBUTb AeTen BbldaTb SIMYHYKO MHGOopMaumo. B gpyrmx cnyyasix aTto MoryT 6biTb
negodunbl, KOTOpblE ULLYT HOBbIE XepTBbl. BblgaBasi cebs 3a CBEpPCTHUKA XKEPTBbI, OHU
MOryT BblBeblBaTb JINYHYIO MHGOPMALMIO N UCKaTb JIMYHOWN BCTPEYU;

HekoHTponupyembie NOKYMNKW.

HecmoTps Ha To, 4TO NoKynku vyepe3 IHTepHeT noka eLle sSBNATCH 3K30TUKOW A4
BGonblUMHCTBA M3 HAc, OAHAKO Hedanek TOT Yac, Korda ata yrpo3a MOXeT cTaTb BeCcbMa
aKTyanbHOMN.

O6ecnevyeHue nHcpopmaumoHHON 6e3onacHOCTU

dopmupoBaHme pexuma MHPOopMaUMOHHOM  6Ge3onacHocTM —  npobnema

KOMIMJ1IEKCHa4. Mepbl no ee peweHno MOXXHO noapas3gernintb Ha NATb ypOBHeVIZ
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1. 3akoHo4aTesNbHbIN. OTO 3aKOHbI, HOPMAaTUBHbIE aKTbl, CTAaHA4APTbI U T.M.

HopmatuBHO-npaBoBasi 6a3a onpeaensaowan NopAAoK 3aWwmuTbl MHopMaUunn:

2. MopanbHo-aTndecknn. BceBo3amMoXHble HOpPMbI  NOBEAEHUS, HecobnogeHune
KOTOPbIX BEAET K NageHnto NpecTmka KOHKPETHOro YenoBeka Unn Lenon opraHnsauunm.

3. AamuHucTpatuBHbIW. [lencTBus  obwero xapakrtepa, npeanpuHMMaemble
PYKOBOACTBOM OpraHusaunun. Takmumn goKyMeHTamMum MoryT ObIThb:

o MpuUKas pykoBOAUTENS O Ha3Ha4YeHMM OTBETCTBEHHOro 3a obecnedeHue
MHGOPMaLMOHHOW Be3onacHoOCTY;

e [JOIMKHOCTHbIE 00513@aHHOCTN OTBETCTBEHHOro 3a obecnevyeHne MHEOPMaLMOHHOMN
B6esonacHoCTH;

o TMepeyeHb 3awmuaemMblX MHPOPMAaUMOHHbBIX PpecypcoB 1 6as JaHHbIX;

e VHCTPYKUMIO, OnpeaensioLwyo nopsagok npegocrtaBsneHmsa nHopmMauum CTOPOHHUM
opraHmsaumam No ux 3anpocam, a Takke no npaBam AOCTyna K HEW COTPYAHUKOB
opraHusaumn.

4.  Ousnyecknn. MexaHn4eckne, 3NEKTPO- U 3NEKTPOHHO-MEXaHUYECKne
NPenATCTBUA HA BO3MOXHbIX MYTAX NPOHMKHOBEHNSA NOTEHUMANbHbIX HApyLUUTENEeN.

5. AnnapaTHO-NPorpaMMHbIA (3NEKTPOHHbIE  YCTpPOWMCTBA U cneumasbHble
nporpamMmmbl 3aLmnTbl MHopMaLmn).

MpuHATbLIE Mepbl NO co3aaHu 6e3onacHon MHPOPMALMOHHOMN CUCTEMLI B
LuKone:

. ObecneyeHa 3awmTa KOMNLIOTEPOB OT BHELWHMX HECAHKLUMOHUPOBAHHbIX
BO34ENCTBMUI (KOMMNbIOTEPHBIE BUPYChI, Nornyeckne 6ombbl, aTakm xakepoB U T. 4.)

« YCTaHOBMEH CTPOrMn KOHTPOSb 3a 3NEKTPOHHOW NoYTOnN, obecnevyeH NOCTOSAHHbIN
KOHTPOSb 3a BXOASLWEN N UCXOAsILLEN KOPPECNOHOEHLMEN.

« YCTaHOBIEeHbl COOTBETCTBYIOLME Naposn Ha nepcoHarsnbHble K.

« Kcnonb3oBaHbl KOHTEHT-OUNBTPLI, ANA PUNbTPaLMN CanTOB NO UX COAEPXKMMOMY.
EonHass COBOKYMHOCTb BCeX 9TUX Mep, HamnpaBfieHHbIX Ha MNpoTUBOLENCTBUE

yrpo3am 6e30nacHOCTU C LEenbio CBEAEHUS K MUHUMYMY BO3MOXHOCTH ywepba, obpasytoT

CnctemMy 3allunThl.



PekomMmeHaauun no opraHusauum pabotbl B UHPOPMaLUMOHHOM NPOCTPAHCTBE.

1. MNepen Hayanom paboTbl HEOHXOOMMO HYETKO CchopMynupoBaThb Lenb U BOMpPOC
novcka nHgopmauumn.

2. XXenartesnbHO BbipaboTaTb ONTUManbHbIN anropuTM Noncka nHopmMauum B ceTu
NHTEepHET, YTO 3HaYNTENBHO COKPATUT BPEMS U CUIbl, 3aTpavyeHHble Ha MOUCK.

3. 3apaHee yCTaHOBUTb BPEMEHHbIN NUMUT (2-3 Yaca) paboTbl B UHPOPMALMOHHOM
NPOCTpaHCTBe (MPOCMOTP Tenenepenayun, YteHue, IHTepHer).

4. Bo Bpems paboTbl HeoOxoanmMo agenaTtb, nepepbiB HA 5-10 MUHYT ONA CHATUA
PM3MYECKOro HaNpPsXKEHNA N 3PUTESTbHOM HarpysKu.

5. Heobxoanmo 3HaTb 3-4 ynpaXHEeHWA OSf19 CHATUS 3PUTESTbHOrO HanpsiKeHus w
Jom3n4ecKon yctanocTtu.

6. PaboTtaTb B XOpOLLO NMPOBETPEHHOM MOMELLEHUU, NP ONTUMAarbHOM OCBELLEHUN
n B ygobHon nose.

7. He ctouT nerkombICrieHHO obpawaTbCca CO chnamMm-nucbMamMn M 3axoguTb Ha
Hebe3onacHble Beb-canTbl. [ns WHTEPHET-NPEecTYrNHUKOB Bbl CTAHOBUTECH J1ErKOW
nooblyen.

8. |_|pl/l pernctpaunnm B counalsibHbIX CETAX, HE yKa3bIBaVITe CBOWU NnepcoHalibHble
OaHHble, HaripuMmep: agpec Ui AeHb POXOAEHUA.

9. He MCHOﬂb3yVITe B NNOrMHe Uiy napone nepcoHarnbHble AaHHbIE.

10. Bce aTo nossonseTr MHTEPHET-NPEeCTYNHUKamMm MnosfiydynTb AaHHble O0CTyna K
dKKayHTam SHeKTpOHHOVI NOYThbI, a TakKXe MHd)MLlMpOBaTb AomawHume MK ona BkoyYeHUs
nx B 6OT-CETb UMM ANs NOXMLLLEHNSA BAHKOBCKNX OaHHbIX pOJJ,VITGJ'IGVI.

11. CospganTte coOCTBEHHbI Npochunb Ha KoMnbloTEpe, 4YTOObl O0besonacuTb
NHOPMaLNIO, XPaHSALLYIOCH Ha HEM.

12. He 3abbiBanTe, 4TO (hakTbl, O KOTOPbIX Bbl Y3HaeTe B VIHTEpPHETE, HYXXHO OYEHb
XOpOoLWOo MNpoBepuUTb, ecnu BbibygeTe mcnonb3oBaTb MX B CBOEW AomallHen paboTe.
Llenecoobpa3Ho cCpaBHUTb TPU UCTOYHMKA MHOPMaUUK, Npexae Yem pPelunTb, Kakum
NCTOYHUKAM MOXHO AOBEPSTH.

13. O poCTOBEPHOCTU MH(popMaLMN, NMOMELLEHHON Ha cCalTe MOXHO CyauTb Mo
camoMy canTy, y3HaB 06 aBTopax cauTa.

14. Pasmewasa nHgpopmauunio o cedbe, cBoMx BMIM3KMX N 3HAKOMbIX Ha CTpaHuLax
coumarnbHbIX ceTel, cnpocuTe npeaBapuTernbHO paspelleHne y Tex, o koM byaeT aTa
MHGOpMaLMA.

15. He cnegoyeT pasmelwartb Ha cTpaHuuax Beb-canTtoB cBoum doTorpapum wm
doTorpadum cBoMx BIN3KNUX U 3HAKOMbIX, 3@ KOTOPble BaM NOTOM MOXET ObITb CTbIAHO.



16. Cobniogante npaBuna 3TuUkM nNpu obweHnn B WHTepHeTe: rpybocTb
NpOBOLMPYET APYrMX Ha Takoe Xe noBeaeHune.

17. Wcnonb3yst B cBoen paboTe wmartepuarn, B3ATbiA M3 MHGPOPMALMOHHOIO
MCTOYHUMKA (KHUra, nepuognyeckas nedatb, VIHTEpPHET), crneayeT yka3aTb 3TOT MCTOYHUK
MHGOPMaLMKN UNU caenaTb Ha Hero CCbISKy, ecnn matepuan 6oi1 Bamn nepepaboTaH.



ITamaTka negaroram
mo odecnedyeH 0 HHPOPMANMOHHOM 0€30MACHOCTH BOCIIUTAHHUKOB.

1. OOBsicHUTE BOCHMTAHHMKAM IpaBuia mnoseneHus B MHrepHere. Pacckaxure o Mepax,
IIPUHUMAEMBIX K HAPYIIUTEISAM, OTBETCTBEHHOCTH 32 HAPYIICHUE IIPABUI IIOBEJCHUS B CETH.

2. CoBMECTHO € BOCIUTaHHUKaMH CQOpPMYIHpYHTE MpaBuiia IOBEJEHUS B CIy4yae
HapyuieHus ux npas B IHTepHeTe.

3. llpuyuaiiTe HECOBEpPUICHHOJETHUX YyBaXkaTb NpaBa JApyrux Joaeil B HHrepHere.
OOBSICHUTE UM CMBICT MOHSTHS «aBTOPCKOE IPaBO», PACCKAKUTE OO0 OTBETCTBEHHOCTH 3a
HapylIeHUE aBTOPCKUX ITPaB.

4. llposBnsaiiTe HHTEpEC K «BUPTYyAJIbHON» JKU3HU CBOMX BOCHUTAHHUKOB, W IIpU
HEO0OXOJIMMOCTH COOOIIATe pOAUTENSAM O MPoOIIeMax UX JeTel.

5. HayunTe BOCIMTAHHMKOB BHMMATEJIBbHO OTHOCHUTHCS K WMH(MOpMAIUH, MOJIy4aeMol u3
WNurtepuera. @opMupyiiTe MNpeicTaBiIeHHE O JOCTOBEPHOM M HEIOCTOBEPHON HHGOPMAIIHH.
HacraBaliTe Ha nocemeHny NPOBEPEHHBIX CAUTOB.

6. O6ecnieubTe NMPOPUIAKTUKY UHTEPHET-3aBUCUMOCTH BOCITUTAHHUKOB Y€pe3 BOBJICUCHHE
JeTel B pa3IMyHble MEPOIPUATHS B PEATIbHOU XKU3HM (TIOCEIIEHUE TEATPOB, MY3€EB, y4acTHE B
Urpax, COPEBHOBAaHHUAX), YTOOBI TOKa3aTh, YTO peajibHas >KU3Hb HAMHOIO WHTEpecHee
BUPTYaJIbHOM.

7. lleproIMYEeCKH COBMECTHO C BOCHHTAHHUKAMHM AQHAIM3UPYUTE HX 3aHATOCTh U
OpraHu3alrIo JOCYTa, 1e1eco000pa3HOCTh U HEOOXOAMMOCTh MCIIOJIb30BAHUSI UMHU PECYPCOB CETH
JUISE 3aHATUA W OTAbIXa C LEJIbI0 MPOPUIAKTUKH HHTEPHET-3aBUCUMOCTH U OOCYXHailTe C
POJIUTEISIMU PE3YJIbTAThl CBOMX HAOIIOCHUH.

8. llpoBonutre MepompusiThs, Ha KOTOPBIX paccka3bpiBaliTe O sABieHUU HHTEepHeT-
3aBHCHMOCTH, €€ IPU3HaKaX, CI0C00ax Mpeo 0ICHHUS.

9. CucrtemaTHuecKH TMOBBIIIANTE CBOIO KBadU(UKAIMIO B 00JacTu WHGOPMAIMOHHO-
KOMMYHUKAIIMOHHBIX TEXHOJIOTHM, a TAK)KE 10 BOIPOCAM 310pPOBbECOEPEKEHHUS.

10. CranpTe mpumepoM [Jig CBOMX BocmUTaHHMKOB. CoOmtomaiTe 3aKOHOAATEILCTBO B
00JaCTH 3alMTHl TEPCOHANBHBIX JTaHHBIX W WHGOPMAINMOHHON Oe3omacHOCTU. ParmonanbHO
OTHOCHTECH K CBOEMY 3/I0POBbI0. Pa3yMHO HCIIOIB3YHTE B CBOEH KU3HU BO3MOKHOCTH UHTEPHETA

U MOOWJIBHBIX CETEU
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