NudpopmanuoHHas MaMATKA

C KaXJbpIM TOJJOM MOJIOJICKH B UHTEPHETE CTAHOBHUTHCS OOJIbIIE, & IIKOJBHUKH OJTHU U3
caMbIX AaKTMBHBIX IHOJb30oBaTesiell PyHera. Mexay TeM, NMOMMMO OIPOMHOIO KOJHYECTBA
BO3MOXKHOCTEH, MHTEPHET HECeT M NMpoOJeMbl. DTa maMATKa JOJDKHA ITOMOUYb TeOe 0e30MacHo
HaXOJIUThCS B CETH.

Komnvromepnoie supycoi

KoMmbploTepHslli  BUPYC — 3TO  Pa3sHOBHIHOCTh  KOMIIBIOTEPHBIX  IPOTPAMM,
OTJIMYUTENIFHOH OCOOCHHOCTBIO KOTOPOH SIBJISIETCS CIIOCOOHOCTh K pa3MHOXKEHHIO. B
JIONIOJIHEHUE K 3TOMY, BUPYChl MOT'YT MOBPEIUTh WM MOJHOCTBIO YHHYTOXUThH Bce (ailiibl u
JTaHHbIE, MOJKOHTPOJBHBIE TOJH30BATENI0, OT MMEHU KOTOPOTo ObUIa 3amylieHa 3apakEHHas
IIPOrpaMMa, a TaKKe MOBPEANUTh WIM AK€ YHUYTOXHUTH OIEPALMOHHYK) CHCTEMY CO BCEMH
daiinamu B 1iesioM. B GobIIMHCTBE CilyyaeB pacpoCTPaHIIOTCS BUPYCHl Yepe3 HHTEPHET.

MeTo/1b1 3a1IUThl OT BPEJOHOCHBIX MPOTrpamMM:

1. Hcnonb3yit cOBpeMEHHbIE ONEPAlMOHHBIE CUCTEMbI, UMEIOLINE CEePbE3HbII YPOBEHb
3alUThI OT BPEAOHOCHBIX IIPOTPaMM;

2. IlocrossHHO ycraHaBiMBai nauTd (UUGPOBBIE 3aIUIATKH, KOTOpbIE aBTOMAaTUYECKHU
YCTAHABJIMBAIOTCS C LENbI0 JIOPaOTKHM IPOrpaMMbl) U Jpyrue OOHOBJIEHUSI CBOEH
ornepaunoHHOM cucteMbl. CkaunBail X TOJBKO ¢ OpULIMANBHOrO caiiTa pa3paboTunka
OC. Ecnu cyiecTByeT pekuM aBTOMAaTHYE€CKOTO OOHOBJICHUS, BKIIFOUH €T0;

3. Paborail Ha cBOeM KOMIIbIOTEpE MO IIPpaBaMH I0Jb30BaTeNs, a HE aIMUHUCTPATOpA.
OTO0 HE MO3BOJMUT OOJBIIMHCTBY BPEJOHOCHBIX IMPOrpaMM HHCTAJUIMPOBATHCS Ha
TBOEM IEPCOHAIILHOM KOMIIBIOTEPE;

4. Vcnonb3yil aHTUBHUPYCHBIE TPOrPaMMHBIE MTPOIYKThI U3BECTHBIX MPOU3BOAUTENEH, C

aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

Orpanuub pU3NUECKHI T0CTYN K KOMIIBIOTEPY /AJIs1 HOCTOPOHHUX JIMII;

6. Vcnonp3yii BHEIIHUE HOCUTENN UH(OpMAIK, TaKue Kak (hielka, TMcK win (ain u3
MHTEPHETA, TOJIBKO U3 MPOPEPEHHBIX UCTOUYHUKOB;

7. He otkpbiBail KOMIbIOTEpHBIE (hailsibl, MOJyYEHHbIE U3 HEHAAEKHBIX HCTOYHUKOB.
Haxxe Te (aiinbl, KOTOpble Mpucial TBOH 3HAaKOMBIM. Jlyumie yrouHu y Hero,
OTIPABJISUI JIU OH TeOe HX.
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Cemu WI-FI

Wi-Fi - 310 He Buj nepenayun JaHHbIX, HE TEXHOJIOTHs, & BCEro JIMIIb OpeH 1, Mapka. Eire
B 1991 rony Hunmepmanackas kommnanus 3apeructpuponana openn « WECA», uto o6o3Hadamo
cioBocouetanue «Wireless Fidelity», KOTOpblIif mepeBoAUTCS Kak «OecIpOBOIHAS TOYHOCTD.

Jlo Hamiero BpeMeHH JomuIa Japyras a0OpeBuarypa, KOTOpas SBISETCS TaKOH ke
TexHoyioruei. 3to abopesuarypa «Wi-Fi». Takoe HazBaHMe OBLIO JaHO C HAMEKOM Ha CTaHIIAPT
BBICIINI 3BYKOBOM TexHUKU Hi-Fi, 4To B mepeBoie 03HaYaeT «BBICOKAS TOYHOCTHY.

Ja, OecrulaTHBI MHTEPHET-JOCTYIN B Kade, OTeNsIX M a’poroprax SBISETCS OTIUYHOM
BO3MOXKHOCTBIO BBIX0J1a B MHTEpHET. HO MHOTHE 3KCHEepThl CYUTAIOT, UTO 001IeA0CTyHbIE Wi-

Fi cetu He sBnsAr0TCS OE30IIaCHBIMMU.

CogeTsl 10 Oe3omacHOCTH paboTte B 00mmeaocTynHbIx ceTsx Wi-fi:
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He mepenaBaii cBoro nuuHyro uHpopMaiuioo uepe3 obmienocrynabie Wi-Fi certu.
PaGoras B HuX, XenareibHO HE BBOAUTH IMApOJU JOCTYIA, JIOTUHBI U KaKHUE-TO
HOMEPA;

Hcnonb3yit 1 OOHOBISNH aHTHUBUPYCHBIE MPOTpaMMBbl U OpaHamayep. Tem cambIM Thl
o0e3omacuib cedst OT 3aKaYKu BUPYyca Ha TBOE YCTPOKMCTBO;

[Ipu ucnonp3zoBanuu Wi-Fi otkmoun ¢ynkmuio «O0mmit goctyn k Qaitiam u
npuntepam». JlanHas (QyHKIOUS 3aKppiTa MO YMOJYAaHHUIO, OJHAKO HEKOTOpHIE
I0JIb30BATEIN AKTUBUPYIOT €€ JUIsl yA00CTBa UCIIONIB30BaHUS B paboTe win yueoe;

He ucnone3yit myGmuunsiii WI-FI nns mepenaum JuuYHBIX JAaHHBIX, HAPUMEP JUIS
BBIXO/Ia B COI[MAJIbHBIE CETU WM B JIEKTPOHHYIO MIOUTY;

Nnonp3yit Tonpko 3amuiueHHoe coeauHenue uyepe3 HTTPS, a ne HTTP, t.e. npu
Habope BeO-aapeca BBOAM HMEHHO «https://»;

B wmoOunbHoM Tenepone otkmoun QyHkuuto  «[lomkirouenne k- Wi-Fi
aBTOMaTHyecku». He momyckail aBTOMaTH4eCcKOro MoAKIIOUEHUS YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero cornacusi.

COI/;I/ICZJZbele cemu

CoumanbHble CEeTH aKTHBHO BXOJST B HAlly JKU3Hb, MHOTHE JIIOJU PaOOTAIOT U JKUBYT
TaM IMOCTOSIHHO, a B Facebook y»ke 3apeructpupoBaH MUUIMAp] YEJIOBEK, YTO SBISIETCS OJHOM
CeIbMOI BCeX JKMTeNeH TuraHeTsl. MHOTHE TOJb30BaTENM HE NMOHUMAIOT, YTO WH(OpMAaLus,
pasMelleHHas UMU B COLIMAIbHBIX CETAX, MOXKET ObITh HalJIleHa U MCIIOJIb30BaHa KEM YTOJIHO, B
TOM YHCJIe HE 00513aTeNbHO ¢ OJaruMu HaMepEeHHUSIMH.

OcCHOBHBIE COBETHI IO 0€30IaCHOCTH B COHAJIbHBIX CCTAX:

1.

2.

Orpanuub CHOUCOK Jpy3eid. Y TeOs B ApPY3bAX HE JODKHO OBbITh CIy4YallHBIX W
HE3HAKOMBIX JIFOJICH;

3amuimiail cBO 4YacTHYIO kH3Hb. He ykaspiBail maponu, TenedoHsbl, aapeca, naTy
TBOETO POXICHUS WM JPYIYIO JUYHYIO HH(OpMaIuo. 3IT0yMBIIUICHHUKA MOTYT
WCIONIb30BaTh Jake MH(OpPMAIMIO O TOM, KaK Thl U TBOU POAMTENH IJIaHUpPYyETe
MPOBECTH KAHUKYJIbI;

3amuiiaii CBOI penyTaiuio - Iep>KU €€ B UNCTOTE U 3a/1aBaii ce0e BOMPOC: XOTeEN Obl
TBI, YTOOBI JPYTrHe MOJIH30BATEIN BUJIETH, YTO ThI 3arpyxkaemb? [logymaii, mpexae
9YeM YTO-TO OMYyOJIMKOBATh, HAMUCATh U 3arPY3UTh;

Ecau TeI TOBOpHIIB € JIIOJIBMH, KOTOPHIX HE 3HACIb, HE MCIOJIb3yl CBOE PeaIbHOE
UMs U JIpYTYI0 JUYHYI0 WHGOpMAIMU: HMs, MECTO XHUTEIbCTBA, MECTO Y4eObl U
npouee;

N30beraii pazmemmenus dotorpaduii B IHTepHETE, T1e ThI N300pa)KeH Ha MECTHOCTH,
10 KOTOPOI MOKHO OTIPEJIETUTH TBOE MECTOITOJIOKEHNUE;

[Ipu peructpaiuu B CONMATBLHON CETH HEOOXOIUMO HCIOIH30BATh CIIOKHBIE TTAPOIIH,
cocrosre u3 OyKB ¥ UQP U ¢ KOJTUISCTBOM 3HAKOB HE MEHEE §;

JlJis conManbHOM CeTH, MOYTHl U APYTUX CaTOB HEOOXOJAMMO HCIOIH30BATh Pa3HBIC
naposii. Torga ecnu Te0st B3JIOMArOT, TO 3JOYMBIIIUICHHUKH TIOJy4aT JOCTYI TOJIBKO
K OJJTHOMY MECTY, a HE BO BCE Cpa3y.

OnexmponHvle OeHbeu

3J'ICKTpOHHBIe JCHBI'H — 3TO OYCHb y,Z[O6HLII>'I CII0co0 HJIaTe)Keﬁ, OIHAaKO CYHICCTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT MOJYUYNUTH OTU ACHBI'U.

QHGKTPOHHBIG JCHBI' IIOABHJIMCH COBCEM HE€IAaBHO W HMMCHHO H3-3a 3TOIO BO MHOTHX
rocyaapCTBax A0 CHUX IMOP HC NPOMNHCAHO ITPO HUX B 3aKOHAX.
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B Poccun xe oHM (QYHKUMOHHPYIOT M O HHMX YyXE IMPOMHCAHO B 3aKOHE, T HX
pa3lensioT Ha HECKOJIbKO BHJIOB — aHOHHMMHBIE M HE aHOHMMHbIC. Pa3Huiia B TOM, 4TO
AQHOHHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcss MPOBOAWUTH Omepauuu 0e3 HAeHTU(PHUKAIIH
MOJIb30BaTENs, @ B HCAHOHUMHBIX WACHTU(DHUKAINH ITOJTH30BATENS SBISETCS 005S3aTeIHHOM.

Taxoke cnenyer pa3nuyarh NIEKTPOHHBbIE (DUATHBIE JEHBI'M (PaBHBI TOCYAAPCTBEHHBIM
BaJIIOTaM) U DJIEKTPOHHbBIE HEHUATHBIE IEHBI'H (HE paBHBI TOCYJApPCTBEHHBIM BAJIIOTaM).

OcHOBHbIE COBETHI 110 0€3011aCHOM paboTe ¢ 3JIEKTPOHHBIMU JIEHbIaMHU:

1. TlpuBsku K cyeTy MOOMIBHBINA TenedoH. DTO camblil yJOOHBINH U OBICTPBIA crIOcOo0
BOCCTAHOBUTB JOCTYH K cueTy. IIpuBs3aHHBIA TenedoH MOMOXKET, eciau 3alyelb
CBOU IUIATEKHBIN MapoJib WK 3aiJEIb HA CAUT C HE3HAKOMOI'O0 YCTPOMCTBA;

2. Hcnonw3yit ogHopaszoBble mapoid. [locie mepexoia Ha YCHIIEHHYIO aBTOPHU3ALMIO
Tebe yxKe He OyIeT yrpoKaTh OMACHOCTh KPa)kKy MIIM TepexBaTa IJIaTeKHOTO Iapois;

3. Boibepu cnoxublii maposib. IIpecTynmHukam OyAeT He MPOCTO yrajarh CIOXKHBIN
napoib. HajnexHsle mapoiam — 3To Mapoiiu, KOTOpbIE COIEPKAT HE MEHEee 8 3HAKOB U
BKJIFOYAIOT B c€0sl CTPOYHbIE U MPOIUCHBIE OYKBBI, HUPPHI U HECKOJIbKO CHMBOJIOB,
TaKWe KaK 3HaK Jiojuiapa, GyHTa, BOCKIMIATEIbHbIN 3HaK u T.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMUHbIE JJAaHHbIE HA caliTaX, KOTOPHIM HE JOBEPSEIb.

9ﬂ€Kmp0HHaﬂ noima

DJEeKTPOHHAs MOYTa — 3TO TEXHOJIOTUS U MIPEJOCTaBIIEMBbIE €10 YCIYTH IO MEPEChIIKE U
MOJIyUYEHUIO AJIEKTPOHHBIX COOOIIEHMM, KOTOpBIE pACIpEAesiioTCS B KOMIIBIOTEPHOW CETH.
OOBbIYHO ~ DJIEKTPOHHBIM  IMOYTOBBIM  SIMMK  BBIVIAOUT  CIHEAYIOUIMM  00paszoMm:
UMs_TIOJb30BaTeNA(@HUMs_JIOMEHa. Takke KpoMme IepeJadyd TIpOCTOro TEKCTa, HMeEeTCs
BO3MOYKHOCTb IepesiaBaTh (paitiibl.

OcHOBHBIE COBETHI M0 Oe30MacHoil paboTe ¢ 3IEKTPOHHOM MOYTOM:

1. Hapno BeIOpaTh mpaBUIIBHBIN NOYTOBBIN cepBUC. B MHTEpHETE €CTh OrpOMHBII BHIOOD
OecCIUIaTHBIX MOYTOBBIX CEPBHCOB, OJTHAKO JIy4lle JOBEPSTh TEM, KOTO 3HAEllb U KTO
IIEPBBII B PEUTHHTE;

2. He ykaspiBail B TUYHON moure JUuYHYIO HH(popmanuioo. Hampumep, mydme BIOpaTh
«MY3BIKATBHBIA _(haHaT@» unu «pok2013» BmecTo «remal3»;

3. Hcnonp3yit ABYX3TaHYO aBTOPU3AIHIO. DTO KOTI/Ia TOMUMO MapoJisi HY’KHO BBOJHTH
KOJI, IpHUChIIaeMbIil o SMS;

4. Boibepu cioxHbIM maposb. s KaXXA0ro MOYTOBOIO SIIUKA JIOJKEH OBITh CBOM
HAaJIeXKHBIM, YCTOWUNBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecth BO3MOXHOCTh HamucaTh CaMOMY CBOM JIMYHBIM BONPOC, UCIOJB3YH 3Ty
BO3MOKHOCTB;

6. Vcnonp3ylh HECKOJBKO MOYTOBBIX SIIMKOB. IIepBbIA A 4YacTHOM MEPEenmucKu C
ajgpecaramMM, KOTOPBIM Tbl JOBEpsElIb. JTO JJIEKTPOHHBIM aapec He HaAo
WCIOJIb30BATh MPU PETUCTPALIUH HA GOpyMax U calTax;

7. He otkpbiBail ¢ailbl U Apyrue BIOXKEHHS B MHUCbMaxX Jake €CIM OHM MPHUILIH OT
TBOMX Jipy3ei. JIyullie yTouHH y HUX, OTIIPABIISIIN JIM OHU TeOe 3TU (ailibl;

8. Ilocne okoH4aHWsi pabOTHI Ha TOYTOBOM CEPBHICE IEpe]] 3aKPBITUEM BKJIAIKH C
caiiToM He 3a0yab HaKaTh Ha «BBIATHY.
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Kubepbynnune unu eupmyanvnoe uzoesamenbCcmeo

KubepOymauar — mpeciegoBaHuE COOOIICHUSMH, COJEP)KAIMUMH  OCKOPOJICHHSI,
arpeccuio, 3alyruBaHNe; XYJIUTAHCTBO; COIMAIBHOE OOWKOTHPOBAHUE C IMOMOIIBI0 PA3TMIHBIX
UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 O0PLOE ¢ KHOEPOYIITUHTOM:

1. He Opocaiica B 60#. Jlyummii cmoco0: mOCOBETOBATHCS KAk ceOst BECTH M, €CJIM HET

TOTO, K KOMY MOKHO OOpaTUThCS, TO BHayalle yCIOKOUThCS. Eciau Thl HauyHelIb

OTBEUYaTh OCKOPOJCHHUSAMH Ha OCKOPOJICHUS, TO TOJIBKO €IIe OOJbIIe Pa30iKKellb

KOH(JIUKT;

VYnpasisii cBoeii kubeppernyTanuei;

3. AHoHUMHOCTh B ceTH MHHMas. CyIIECTBYIOT CHOCOObI BBISICHUTb, KTO CTOMT 3a
AHOHHMMHBIM aKKayHTOM;

4. He cTouT BeCcTU XyJIUTaHCKHUI 00pa3 BUPTYyalbHOU >KU3HU. IHTEpHET PUKCUPYET BCE

TBOM JICUCTBUS U COXPAHSCT UX. Y JAIUTh UX OYyJET KpallHe 3aTPYAHUTEILHO;

Cobmroait CBOM BUPTYaJbHYIO YECTh CMOJIOAY;

6. Urnopupyiéi enuHWYHBIA HeraTuB. OIHOPa30BBIE OCKOPOUTEIBLHBIC COOOIICHIUS
myu4iie urHopupoBaTh. OOBIUHO arpeccus MpeKpalaeTcsi Ha Ha4aaIbHOW CTaNH;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOILIEHUSIMU, B COLIMATIBHBIX
CeTSIX €CTb BO3MOXKHOCTH OJIOKMPOBKH OTIPABKU COOOIIEHUI C OMpeesieHHbIX
a/1pecoB;

8. Ecmm T1b1 cBunmerens kubepOymnunra. TBou JeicTBHs: BBICTYNIUTH POTHB
IpecieaoBarensi, MOKa3aTh €My, YTO €ro JeHCTBUS OLEHUBAIOTCA HETraTUBHO,
MOAJEPKAaTh KEPTBY, KOTOPOM HYXKHA IICHXOJIOTUYECKAash IOMOIb, COOOIIUTH
B3pPOCJIBIM O (haKTe arpeCCUBHOTO IMOBEJCHUS B CETH.

N
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Mobunvueiit meneghon

CoBpeMeHHbIe CcMapT(hOHBI W IUIAHIIETHl COAEpXKAaT B ceOe BIIOJIHE B3POCHBIN
GbyHKIIMOHA, W Temeph OHU MOTYT KOHKYPHPOBaTh CO CTallMOHAPHBIMH KOMITBIOTEPAMH.
OnHako, CpeaCTB 3alIUTHI I TOJ00HBIX YCTPOMCTB MOKa 0YeHb MaJio. TeCTUpOBaHUE U TTOWCK
YS3BUMOCTEM B HMX MPOMUCXOAMT HE Tak MHTEHCHUBHO, Kak mis IIK, To ke camoe kacaercs u
MOOMIIBHBIX MPUITOKECHHIM.

COBpCMeHHI)IG MOOMJILHBIE 6pay3€p1>1 YK€ MPAKTUYUCCKH JOTHAJIIM HACTOJIbHBIC aHaJIOr'u,
OHAKO pacHIupCHUC (bYHKI_[I/IOHaJ'Ia BIIeUET 3a cOO0OH 6OJ'IBIJ_IYIO CJIO)KHOCTb M MCHBIIYIO
3alIUIICHHOCTD.

Hanexo HC BCC MPOU3ZBOAMTECIN BBIITYCKAIOT O6HOBJ’I€HI/I$I, 3aKPBIBAIOIINEC KPUTHUYCCKUEC
YA3BUMOCTHU [JIA CBOUX YCTpOﬁCTB.

OcHOBHBIE COBETHI /7151 0€30MaCHOCTH MOOHMIIBHOTO TenedoHa:

1. Hwudero He sBiIsIeTCSl TO-HACTOsIEMY OecriaTHBIM. Byab OCTOpO)KeH, Belb Koraa
Tebe mpeanararoT OeCIUTaTHBI KOHTEHT, B HEM MOTYT OBITh CKpBITHl KaKHE-TO
TUTaTHBIC YCITYTH;

2. Jlymaii, mpexae dem oTnpaButh SMS, poto umam Buneo. Tel TOUHO 3HAEIIb, TJE OHU

OyayT B KOHEUHOM HTOTE?

Heo6x011M0 0OHOBIIATH ONEPALIIOHHYIO CUCTEMY TBOETO CMapT(OHA;

4. Hcnonw3yit aHTUBUPYCHBIC TTPOTPAMMBI JIJ1s1 MOOMIIBHBIX TeNIe(hOHOB;

w
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5. He 3arpyxaii npuioKeHusi OT HEU3BECTHOTO UCTOYHUKA, BEllb OHU MOTYT COZICPkKATh
BPEIOHOCHOE MPOrpaMMHOe 00ecrieueHue;

6. Ilocne Toro kaxk Thl BBIHCIIL C CailiTa, IJle BBOAWI JHYHYIO WH(POPMALHIO, 3alH B

HaCTpPOMKHU Opay3epa u ynanu cookies;

[Teproaudecku MpoBepsiii Kakue IIaTHBIE YCIYTH aKTHBUPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBoii HOMep MOOWJIBHOrO TeiaedoHa TOJIBKO JIOJSM, KOTOPHIX Thl 3HACIIb U
KOMY JTOBEPSICIIb;

9. Bluetooth gomkeH OBbITh BBIKJIIOYEH, KOTZIa Thl MM HE MOJb3yenibcs. He 3a0ObiBait
WHOTJIa TIPOBEPATH ITO.

~

Online ueput

COBpeMeHHBIe OHJIElfIH-PII‘pBI — OTO KpaCOYHBIC, 3axXBaTbIBAOIIMUC Pa3BJICUCHUAA,
06’LGIII/IH${I-OIHI/IC COTHH ThICAY YCJIOBCK IIO BCEMY MHUDPY. I/IFpOKI/I HCCICOAYIOT I[aHHBIfI HM MHUD,
06HIaIOTC9I ApYyr C APYroM, BBIIIOJHAIOT 3adaHH, CPpaKAr0TCA C MOHCTPaMH U IIOJYYarOT OIIBIT.
3a YAOBOJIbCTBHUEC OHH IUIATAT: IMOKYHIAOT AUCK, OIUIAYUBAIOT a0OHEMEHT WU HpI/IO6peTaIOT
KaKue-TO OIIIIMH.

Bce atm cpexctBa MayT Ha INOJACpKAHUME M Pa3BUTHUE MIPHI, a TaKKe Ha camy
0€30I1aCHOCTb: COBEPILEHCTBYIOTCSI CHCTEMBbl aBTOPU3AlLlMM, BBITYCKAIOTCS HOBBIC MAT4U
(unpoBbIe 3aIUIATKA AJIST IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOZ[O6HI)IX urpax CTouT OmacarbCsa HE CTOJIBKO CBOMX COIICPHUKOB, CKOJIBKO KpaXKu
TBOCTO I1apO0JIsd, HAa KOTOPOM OCHOBaHa CUCTEMA aBTOPHU3alIUN OOJILIINHCTBA urp.

OcCHOBHbBIE COBETHI 10 0€30MaCHOCTH TBOETO UTPOBOI'0 aKKayHTa:

1. Ecnu npyroii urpok BeneT cedsl II0X0 WIK co3JaeT Tede HENPUATHOCTH, 3a010KUpYH
€r0 B CIIMCKE UTPOKOB;

[Toxamy¥icds aIMMHHCTpAaTOpaM WIPbl Ha IIOXOE€ IIOBEJIEHUE JOTOr0 HIPOKa,
JKEJIATEIbHO IPUIIOKUTH KAaKHE-TO JOKA3aTeIbCTBA B BUJIE CKPUHOB;

He ykaspiBail muunyto nHpopMaluio B mpodaiine urpsl;

VYBaxall Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeouMaabHbIe TATYH U MO/IBI,

Hcnonb3y# CII0KHBIE U pa3HbIE N1apOJIy;

Jlaxxe BO BpeMsI UIPbl HE CTOWUT OTKJIIOYATh aHTUBHpYC. [Ioka ThI mrpaems, TBOU
KOMIIBIOTEP MOT'YT 3apa3uTh.

N
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Duune unu Kpaosica Tu4Hblx OaHHbBIX

OObI4HOM Kpameﬁ ACHCT U OJOKYMCHTOB CCTOIAHS YK€ HHUKOIO HE YI[I/IBI/IfI_HL, HO C
pasBUTHEM I/IHTepHeT-TeXHOJ'IOFI/Iﬁ 3JIOYMBIIIJICHHUKH  TIEPEMCCTUIINCE B HHTCPHET, U
MpoaOJIKAKOT 3aHUMATHCA «TIOOMMBIM)» ACIIOM.

Tak mosiBUsIach HOBas yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (UILUHT, IVIaBHAS IEJb
KOTOPOTO COCTOMT B TIOJIYYE€HUH KOH(MUICHIIMAIBHBIX JaHHBIX IOJIb30BATENed — JIOTHHOB U
naposieii. Ha anrnuiickom si3bike phishing unraercs kak ¢umunr (ot fishing — priGHas noBis,
password — mapouis).

OcHOBHBIE COBETHI 110 O0PHOE C PUIIUHTOM:

1. Cnemn 3a cBouM akkayHTOM. Ecim Thl MOmo3peBaemib, YTO TBOS aHKeTa OblLia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBAaTh €€ M COOOIIUTH aJIMHHHCTPATOPaM
pecypca 00 3TOM Kak MOKHO CKOpee;
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2. HWcmonp3yii Oe3omacHble BeO-CATBHI, B TOM YHCIE, WHTEPHET-MarasmHoB U
IIOMCKOBBIX CUCTEM;

3. Hcnonp3yii cioxHbIe U pa3Hble mapoiu. TakuM oOpa3oM, eciu TeOs B3JIOMAIOT, TO
3JI0YMBIIIJICHHUKH T10JIy4aT JOCTYI TOJIBKO K OJHOMY TBOEMY IPOQMIIIO B CETH, a HE
KO BCEM;

4. Ecnmu Tebs B3aOM@IM, TO HEOOXOAMMO IMpEXyNpeIuTb BCEX CBOMX 3HAKOMBIX,

KOTOpBIE JJ0OaBJIeHb! y T€0S B APY3bsX, O TOM, UTO TeOs B3JIOMAIH U, BO3MOXHO, OT

TBOET0 UMEHM OYZET PacchlaaThCs CIaM U CChUIKM Ha (PUIMHIOBBIE CATHI;

YcranoBu HagexHbii mapois (PIN) Ha MoOMIbHEIH TenedoH;

OTKII04M cOXpaHEeHue Maposist B Opaysepe;

7. He oTkpeiBail (ailnbl U Ipyrue BIOKEHUS B MUCbMax MakKe€ €CIM OHU MPUILIH OT
TBOMX JIpy3ei. JIyule yrouHu y HUX, OTIPABIISIN JIU OHU TeOe 3TH (allibl.

oo

Lugposas penymayus

[Mudposas pemyranus - 3TO HEraTUBHAs WM MO3UTHBHAsA MH(popMalus B ceTu o Tede.
Kommpomerupyromas: nHpOpManusi pa3MelIeHHass B MHTEPHETE MOXXET CEphe3HBIM 00pazom
OTpa3suTbcs Ha TBOEW peanbHOH xu3HuU. «LludpoBas penyranus» - 3T0 TBOM UMUK, KOTOPBIH
dopMmupyercs u3 uHpopMauu o Tede B UHTEPHETE.

TBoe mecTo kuTeNbCTBA, yueObl, TBOE (PUHAHCOBOE MOJIOKEHUE, OCOOCHHOCTH XapakTepa
U pacckasbl 0 OJIM3KHMX — BCE 3TO HAKAIJIMBACTCS B CETH.

MHorue noJpoCTKU JErKOMBICIEHHO OTHOCATCA K IMyOJIMKAlUKU JTUYHON HHpOpMAIUK B
WNuTtepHere, HE TOHUMAs BO3MOXHBIX MOCIEACTBUN. Thl Jake HE CMOXKEIIb JIOTAalaThCs O TOM,
yto dotorpadus, pa3melieHHas 5 JeT Ha3all, cTajla IPUYMHON 0TKa3a MPUHATH TeOs Ha padoTy.

KommenTtapuun, pasMmemenue TBoux ¢ororpaduit u apyrue JeicTBHS MOTYT He
WCYE3HYTh JaXe IIOCJIE TOro, Kak Thl MX YAaIWIIb. [bl HE 3Haellb, KTO COXPAaHHI OTYy
UH(OpMalIKIO, ToTaNa M OHA B MOMCKOBBIE CUCTEMBI M COXpaHMJIACh JIM OHA, a TJIaBHOE: YTO
NOyMalOT 0 TeOe OKpYXKarollee JII0AU, KOTOpble HaayT U yBUAAT 3T0. Halitu nHdopmanmio
MHOTO JIET CHYCTSI CMOXeT J00i — Kak M3 J0OphIX MOOYXIEHWH, TaK U C HaMepeHUueM
IPUYUHUTH BpeI. DTO MOKET ObITh KTO YTOJIHO.

OCHOBHBIE COBETHI 10 3aLIUTE HU(POBON permyTauu:

1. Tlomymaii, mpexae 4eM 4YTO-TO MyOJWMKOBaTh M MepeaaBaTh y ceOs B Oyiore WiH B
COITMAJIHOM CETH;

2. B nactpoiikax npoduis yCTaHOBU OTpaHUYEHHUs Ha TPOCMOTP TBOETO MPOGUIIS U €To
COAEPKUMOTO, CAETIAl €ro TOJBKO IS IPY3ei»;

3. He pa3memaii u He yka3biBail nH(OpMAIIHIO, KOTOpas MOXKET KOT0-TH00 OCKOPOISATh
WU OOMXKATh.

Aemopckoe npago

CoBpeMeHHbIE IMKOJbHUKH— aKTHBHBIC TIOJIb30BATEIM ITU(POBOTO MPOCTPAHCTBA.
OpnHako najgexo He BCE 3HAIOT, YTO MOJIH30BAHHME MHOTHMH BO3MOXKHOCTSIMH ITU(POBOTO MHpa
TpeOyeT coOJI0IeHNsI PAaB HA MHTEIJIEKTYaATbHYI0 COOCTBEHHOCTb.

TepMmuH «MHTEIUIEKTYadbHass COOCTBEHHOCTHY» OTHOCHUTCS K Pa3JIMYHBIM TBOPECHHSIM
YeII0BEYEeCKOr0 yMa, HauWHasi C HOBBIX M300PETEHUN M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTH
Ha TMPOIYKTHl M YCIAyTM , W 3aKaH4yuBas KHHUramu, (ortorpadusmu, KUHOPWIBMAMU H
MY3BIKAIbHBIMU POU3BEICHUSIMHU.
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ABTOpCKHE IIpaBa — 3TO IPaBa HA MHTEIUIEKTYaJIbHYIO COOCTBEHHOCTh Ha IPOU3BEICHMUS
HayKH, JIMTEPATYPbl U UCKyCCTBA. ABTOPCKHUE IIpaBa BbICTYIAIOT B KAUE€CTBE rapaHTUU TOTO, YTO
UHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyJeT HalpacHbIM, JACT €My CIPaBEUIMBbIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysibTaTax CBOETO TPYAA, MOIYYUTh U3BECTHOCTb U MPH3HAHUE.
Huxkro 6e3 pa3pelieHus aBTopa He MOXKET BOCIIPOU3BOJUTh €ro MPOU3BEICHHUE, PACIIPOCTPAHATS,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABATh, HWMIIOPTHPOBATH, ITyCKaTb B MPOKAT, MyOJINYHO
UCIIOJIHATD, [I0KA3bIBAaTh/UCHIOIHATH B 3(Hpe UK pazmelaTts B IHTepHeTe.

Hcnonb30BaHue «IMpaTCKOro» MporpaMMHOr0 00ecreueH st MOXKET IPUBECTH K MHOTMM
pUCKaM: OT IMOTEPHU JAHHBIX K TBOMM akKKayHTaM 10 OJIOKMPOBKHM TBOETO YCTpPOWCTBa, IIe
YCTAQHOBJICHHBII He JlerajgbHas mnporpamma. He crour Ttakke 3a0blBaTh, UYTO CYILECTBYET
JerajibHbIe ¥ OeCIIaTHBIE TPOrPaMMBbI, KOTOPBIE MOXKHO HAWTH B CETH.

O nopmane

CereBn4oK.p) — TBOH TJIABHBI COBETYMK B CETH. 3/1eCh Thl MOXEIIb Yy3HATh O
0€30MacHOCTH B CETH MOHATHBIM U JIOCTYIHBIM SI3bIKOM, a MPU BO3HUKHOBEHUU KPUTUYECKOM
CUTyallMd OOpaTUTHCA 3a COBETOM. A TaKXe MPHUHATH y4acTHE B KOHKypCcax M CTaTh CaMbIM
U(POBBIM TpakIaHUHOM !
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